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Sulle navi private operanti
INn aree a rischio piraterie
potranno esserci a bordo
militari con funzioni di
agente di polizia giudiziaria
| servizi di vigilanza
privata, invece, «p0osSsono
essere svolti con I'impiego
di particolari guardie giurate
armate, a protezione delle
merci e dei valori sulle navi
mercantili e sulle navi da
pesca battenti bandiera
italiana negli spazi marittimi
Internazionali a rischio
pirateria»
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&

1tto» di militari italiani su
navi private in funzione antipirateria

La novita nel decreto sul rifinanziamento delle missioni

Via libera all'«a

all’estero

MILANO - Militari italiani sulle navi private, come ai tempi della
filibusta. Per fronteggiare 1 nostri natanti che attraversano acque
infestate dai pirati come quelle al largo della Somalia. Via libera
quindi all'impiego di militari e contractor sulle navi italiane per
fronteggiare il pericolo pirateria.

IL DECRETO - L'articolo 5 del decreto legge del governo sul

rifinanziamento delle missioni militari all'estero, firmato martedi

La petroliera «Savina
Caylyn» che fu sequestrata
al largo della Somalia
(Ansa)

dal presidente della Repubblica Giorgio Napolitano autorizza il
Ministero della Difesa a«stipulare con I'armatoria privata italiana
convenzioni per la protezione delle navi battenti bandiera
italiana».L'imbarco dei militari, o in alternativa di servizi di vigilanza privata, & «a richiesta e con
oneri a carico degli armatori».

Il decreto consente dunque I'imbarco su navi italiane di «Nuceli militari di protezione (Nmp) della
Marina, che puo cosi avvalersi anche di personale di altre Forze Armate e del relativo armamento
previsto per l'espletamento del servizio». Al comandante di ciascun nucleo, spiega il secondo
comma dell'articolo del decreto legge, e al personale da esso dipendente sono attribuite le funzioni
di ufficiale e di agente di polizia giudiziaria. Gli armatori, spiega invece il terzo comma,
«provvedono al ristoro dei corrispondenti oneri mediante versamenti all'entrata del bilancio dello
Stato entro sessanta giorni». I servizi di vigilanza privata, invece, «possono essere svolti con
I'impiego di particolari guardie giurate armate, a protezione delle merci e dei valori sulle navi
mercantili e sulle navi da pesca battenti bandiera italiana negli spazi marittimi internazionali a

rischio nirateria». I’n nnovo decreto. che dovra essere adottato entro sessanta giorni. stahilira le
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Interessante analisi del problema delle grandi
Infrastrutture critiche e della loro fragilita sistemica

(con interviste al maggiori esperti mondiali)
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LA SICUREZZA ALIMENTARE
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Food safety refers to the extent to which food is safe to eat. It
IS related to the handling, preparation, and storage of food
In ways to prevent iliness, injury or death in the consumer

Food security is generally referred to the availability of food
and one's access to it.

Food defence Is “the security of food and drink and their
supply chains from all forms of malicious attack including
ideologically motive attack leading to contamination or
supply failure” [UK CPNI and British Standard Institute
(BSI)]
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Sicurezza Alimentare

Food Safety

(food manipulation) Counter
sophistication

Control from
consumer

manip atlon)
Action against food producer
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Food Defence

Il termine che comprende le attivita associate alla protezione della
fillera agroalimentare Nazionale da atti intenzionali o deliberati di
contaminazione o manomissione (tampering)
U.S. Department of Homeland Security 2003:

“Il settore agroalimentare costituisce una delle 17 infrastrutture
critiche del Paese suscettibile di attacchi intenzionall”
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Food Terrorism

“An act or threat of deliberate contamination of food for
human consumption with chemical, biological or

radionuclear agents for the purpose of causing injury
or death to civilian populations and/or disrupting
social, economic or political stability”(WHO 2002)

e Who could attack?

“Food terrorism threats are categorized as internal
and external, and attackers are grouped into five
categories: criminals, protesters, terrorists,
subversives and rogue or disgruntled insiders”

E. Yoon, C.W. Shanklin (2007) “Food terrorism: Perceptional Gaps Between
Importance and Preventive Measures” Journal of Foodservice Business Research.
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Food Terrorism (2)

 Why the attack?
To generate disease and death

To Induce fear and anxiety

Indeed, also “symbolic” attacks are able to create

e Public health impact
e Economic losses or trade disruption

e Soclial and economic damages
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HO - World Health Organization

“the malicious contamination of
food for terrorist purposes Is a
real and current threat, and the
deliberate contamination of food
at one location could have
global public health implications”
(WHO 2002)
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FOOD SAFETY ISSUES

Terrorist Threats
to Food

Guidance for Establishing
and Strengthening Prevention
and Response Systems
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La filiera agroalimentare

“Insieme articolato che comprende
le principali attivita, tecnologie,
risorse ed organizzazioni che
concorrono alla creazione,
trasformazione, distribuzione,
commercializzazione e fornitura

(food supply chain) di un prodotto

agroalimentare”
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SECUFOOD: Sicurezza della catena alimentare Europea
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fornire un metodo per individuare

attraverso quali sostanze, in quali

fasi produttive e per quali motivi la
fillera alimentare poteva mostrarsi
particolarmente fragile
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*"'s EUROPEAN COMMISSION
" DIRECTORATE - GENERAL FOR JUSTICE, FREEDOM AND SECURITY

.

SecuFood - Secut Food supply chain aims at realizing an overview of strategies
adopted in EU to prevent criminal, and particularly terrorist, attack against the food supply chain.

FINAL CONFERENGE

27" APRIL 2010 - h. 8:30

AUDITORIUM “BIAGIO D'ALBA" - ITALIAN MINISTRY OF HEALTH - VIALE GIORGIO RIBOTTA, 5 - ROME
WELCOME REMARKS BY THE ITALIAN MINISTER OF HEALTH, PROF. FERRUCCIO FAZIO

PROJECT COORDINATOR: PROJECT SECRETARIAT:

PROF. ROBERTO SETOLA TEL. +39.06.225419636

UNIVERSITA CAMPUS BIO-MEDICO DI ROMA E-MAIL: SECUFOOD@UNICAMPUS.IT
WEBSITE: HTTP://SECUFOOD.UNICAMPUS.IT/
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Analyze, w.r.t. the food supply
chain the:

 Possible threats

o EXisting countermeasures
— Technological
— Operational
— Legal framework

To indentify

* Best practice
And to perform
 Gap analysis
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... to this end

e Survey of different legislations
e Study of the past incidents
* Analysis of the percept threats

e Estimation of the possible impact for the
different threats

— Decomposition of the food supply chain in its
macro-steps

— ldentification of the threats

— Estimation of possible impact (taking into
account effectiveness of counter-measures)

versita Campus Bio-Medico di Roma
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SecuFood Scope (3

It considered mainly five countries:
o |taly

e Spain

* United Kingdom

¢ Romania

« Denmark

Selected to be representative of Europe in terms of
Mediterranean and continental countries, “new”
and “old” EU countries, and with different food
regimes

Universita Campus Bio-Medico di Roma
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& Survey of legislation framework

All the analyzed countries have specific legislation and
agencies devoted to Food Safety.

All the EU countries are involved in early warning alert
networks for food contamination.

Italy (and partially Spain) has a specialized police
corps to contrast Food adulteration

Except partially for UK, there is no specific legislation

a

T

O
o

nout Food Defence

nere are several mandatory constraints on food
perators to improve and guarantee Food Safety (e.qg.

ACCP), but no specific requirement about food

defence
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Actually there are no evidence of terrorist
attack against food supply chain (the only
episode reported in literature is those
appended in 1989 in Israel with
contamination of grapefruits)

Even if, In the last years there were several
“suspected” episodes many of them
recognized as an attack against food
supply chain (we collected data about 450
episodes from 1950 to 2008)




Incidents Analysis
Geographical occurrence

Oceania
6%

Africa
3%

Sout America
1%
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Incidents Analysis
Geographical occurrence (2)

Spain Denmark Romania
3% % 2%

Incidents In
Europe
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Time occurrence
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Time occurrence
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Contamination type occurrence

3 Incidents per type of agent

Unknown

i
Radiological = /

10

Biological

Physical contaminant

Chemical
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SECUFOOD: Sicurezza della catena alimentare Europea

Incidenti per filiera 1950 - 2008

Classificazione degli incidenti Numero di vittime per livello di filiera
per livello di filiera

1000+
900
) Private consumer
Service and level 800-
retailer level

58% 700
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5004 EDeath
M Injured

400+
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B ne ~ s
« How is relevant for food

operator and public authorities e

the terrorist/criminal threats ? —

nizraton Nams

supply a specific questionnaires | = -

To answer to this question we

to about 40 food operators and
10 public authorities involved In
food safety and performed 15
Interviews
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Livello di percezione del rischio

Autorita pubbliche

High

Medi . . .
12,5% Operatori privati
Very high None
High 2.86% 11.43%

Low
34.29%

¥
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Food defence focalisation public

25%

37%

Criminal
m Terrorist

= Both
None

Food defence focalisation
private

Criminal
m Terrorist
= Both

None

Universita Campus Bio-Medico di Roma
Via Alvaro del Portillo, 21 - 00128 Roma - Italia




Come rispondono | Consumatori a....

Chi e responsabile della food
defence?

Consumers
11% Govemment

| 31%

Retailers 10%

Transporters
and

Distributors
9%

Farmers 12%

Manufacturers
and
Processors
27%

Stinsons et al. (2008)
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Chi paghera le conseguenze
della food defence?

Government
30%

Consumers 8%

Retailers 12%

Transporters
and
Distributors
13%

Farmers 15%

Manufacturers
and
Processors
22%

k4
Torino, 19 ottobre 2010 550'0'[—3000[/



Vulnerablility — public authorities

Vulnerability public
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Strong attention on IMPORTATION and primary
production
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Vulerablility — food operator

Vulnerability private
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The large risk
are assumed
In the phase
not directly
controlled (i.e.
Wholesale
distribution
and retailer)
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Most relevant risk/issue

The management of
‘Hazardous agents’is a
critical point

Most relevantrisks / issues public
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“Controls” Is the most
Important issue for public
authorities
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Useful technologies

Useful Technologies public
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Public authorities pose
great attention on
traceability
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Drinking

Q)
Supply Chain ovscang] | s

workflow -~ [}

Food
Operators

Countermeasures

Supranational
Authorities

[Wholesale}

—

Retailer ] [ Food

Threats

Service

CONSUMER
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Agents

Biological Chemical Bio-Chemical Physical
Bacillus anthracis ammonia Abrin Bone fragment
Brucella spp. Arsenic Aconitine Fixh bone
Burkholderia mallei (Glanders) Arsine Aflatoxins Glass
Benzene Ethylene glycol
Burkholderia pseudomallei (Melioidosis) |Perfluoroisobutylene (PHIB) Amantina Plastic
Campilobacter jejuni Cadmium Clostridium botulinum toxins/organism [Small stones
Coccidioides immitis Cannabinoids Ricin Splinter

Coxiella burnetti

Clostridium perfringens epsilon toxin

Saxitoxin

Escherichia coli Cyanide spp. Staphylococcus aureus enterotoxin B
Francisella tularensis Chlorine Tetrodotoxin
Listeria monocytogenes Chromium Trichothecene mycotoxins

Salmonella enteritidis

Diphenylcyanoarsine

Salmonella Typhi (Typhoid fever)

Diphenylchloroarsine

Shigella spp.

Diphosgene Lewisite

Vibrio cholerae (Cholera)

Ethyldichloroarsine

Vibrio vulnificus

Fentanyls and other opioids

Yersinia enterocolitica

LSD

Yersinia pestis

Mercury

Methyldichloroarsine

mustard spp

phenodichloroarsine

Phosgene adamite

Phosgene oxime

Phosphine

Quinuclidinyl Benzilate

Red phosphorus

Sarim spp.

Shigatoxin

Soman

Tabun

Thallium

Titanium tetrachloride

VX

White phosphorus

Zinc oxide
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Risk assessment

On the base of the food supply chain
workflow and considering the identified
contaminating agents we developed an

ORM approach to identify the most
dangerous threats.




ORM Matrix

Risk Assessment Matrix

- Consequences
&
Insignificant Minor Moderate
[Almost Certain M
. =)
- Likely L
o
=
o
o
o Possible L
Unlikely T
Rare 1F il L
\ |
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Likelihood

o Access probabillity: is the probability that the terrorist

could access to the substance, power, etc, that provoke
damage. (The easier the access, the probability of
using it for an attack is higher).

* Vulnerability: is the probability that the infrastructure is
susceptible to attack.

Likelihood = P(Access) x Vulnerability

Universita Campus Bio-Medico di Roma
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Likelihood Analysis

- P. Access-
A
Rare Unlikely Possible
Almost Certain P
<
% Likely U
@
as
=3
E Possible u
Unlikely R
R: Rare
U: Unlikely Rare R R U
P: Possible -
L: Likely

AC: Almost Certain
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Consequences

o Effects: the side effects that the attack can cause. This

case study is going to measure both the physical and
psychological consequences.

« Persons affected: number of people affected physically
or psychologically or both at the same time.

Consequences = Effects x Persons Affected

Universita Campus Bio-Medico di Roma
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ORM Matrix

Risk Assessment Matrix

- Consequences >

A
Insignificant Minor Moderate Major Catastrophic

Almost Certain M
— sy,
— Likely L
@
=
O
O
=3 Possible L

Unlikely T
Rare T 1 L L M

Y

Catastrophic: 10% population death, system loss
Major: death, severe injury, severe system damage
Moderate: system damage, require medical attention
Minor: minor system damage, no relevant iliness
Insignificant: possible minor injury
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Likelihood Analysis - Yoghurt

P. Access
Rar Almost
e Possible Certain
Almost
Certain
Tetrodotoxin
Likely Thallium
Fentanyls
é Ni M d
= . itrogen Mustar
=)
@ Possible Diphosgene Lewisite Sl
o
E
Unlikely Tetrahydrocannabinoids
Bacillus Anthracis
. .. Listeria
COX|eI-Ia Burnetii Monocytogenes
Rare Francisella E-Coli
Tularensis ~-oll
Salmonella
Brucella
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Risk Assessment Matrix - Yoghurt
Production phase

Consequences
Insignificant | Minor Moderate j Catastrophic

Almost Certain

Likely Titanium
C.
x
= safrol Thallium
S [Possible Tetrahydrocannabinoids
o

Nitrogen mustard .
Unlikely Diphosgene Lewisite el Sillnemel
Brucella

Rare Coxiella Burnetii Francisella Tularensis

B Extreme B High B Medium [ Low [ Tolerable
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Vulnerabilita della filiera

Chimica

0,9
- // ==g=Fresh fish

=== Processed fish
=== 4th range salads
== Ol

' A \ 7 —j ==t==Bread and Bakery products
0,4 y - R
\ A s===Juice
0,3 \ / \ mf Y 0ghurt
0.2 . . .4 *Milk

\_/ Biologica
N/ g

0,7

Vulnerability

Transport of raw  Manufacturing  Transport of the Warehouse

material phase manufactured
products «Milk
Phases of the supply chain =@==Yoghurt
=== Juice

Pl

»&=Bread and Bakery products

=ie=4th range salads
=fil=Processed fish
e=@e [resh fish

Vulnerability

Transport of raw Manufacturing Transport of the Warehouse
material phase manufactured
products

Phases of the supply chain
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To produce a huge impact

1,00 the most effective phase is
e immediately after the
0,40 processing phase
0,20
0,00

& oe,e‘}& Vo"‘}\g o\e%?}e %@5\& Expositionto "symbolic"

< S \\<<0°6 contamination
K>

More the attacks iIs
close to the consumer,
less are the controls
and hence it is high the
probability of success.
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“Deliberate food and water contamination remains the easiest way to distribute biological
or chemical agents for the purpose of terrorism” (Khan, Swerdlow and Juranek. 2001,

p.3).

SRR AR TR PR TS sa PasPain e

Undertaking a major attack on the
food supply chain is much more difficult
than at first it may be believed (CPNI,

2008)

"Terrorists are less likely to use chemical and biological weapons than
conventional explosives, at least partly because chemical and biological agents
are difficult to weaponize and the results are unpredictable." (GAO 1999a. 18)
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